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Overview: AI -
Generated CSAM

• AI-Generated CSAM
⚬ “Deepfake images”
⚬ Virtual/synthetic CSAM

• How are perpetrators using AI to create 
CSAM?
⚬ Text-to-image base models
⚬ Open-source models
⚬ Fine-tuned models
⚬ Alternative methods i.e. “nudifying“ 

apps



4,700
report s   of 

AI CSAM to t he 
CYberTipline 

in 2023

Prevalence 
1 in 10

number of children aware of peers  us ing gen-AI t o 
creat e  non-cons ens ual int imate  images  of others



Impact
St rains  res ources  and impedes  law 
enforcement  effort s

Revict imizat ion of pas t  CSAM target s  & 
creat ion of new CSAM from benign images

Scalability of  grooming/sexual extortion 
schemes 

Normalizes  s exualizat ion of children 

Global effect s  of vict imizat ion on the 
t arget  and s ociety 



Ho w  c o n f id e n t  a r e  yo u  in  t h e  e x is t in g  
r e s e a r c h  a n d  e v id e n c e - b a s e d  p r a c t ic e s  
t o  a d d r e s s  t h e  p s yc h o lo g ic a l im p a c t  o f  
AI- g e n e r a t e d  C SAM a n d  o t h e r  fo r m s  o f  
d ig it a l h a r m ?



• Landmark  U.S. Supreme Court  Cases:
⚬ Miller v. California

￭ 3-part  t es t  for “obs cenity”
⚬ New York v. Ferber

￭ No Firs t  Amendment  prot ect ion for “child pornography”
⚬ Ashcroft  v. Free Speech Coalition

￭ adult s  “appearing” t o be minors  and CG images  beyond 
the reach of Ferber

• Congressional  Response:
⚬ PROTECT Act  (2003)

￭ expanded definit ion of “child pornography” t o include 
CG images  t hat  are  “indis t inguis hable” from actual 
minors

￭ pandering provis ion prohibit ing advert is ing/dis t ribut ion 
of material t hat  is  not  but  appears  t o be “child 
pornography”

￭ United States  v. Williams
 

Overview 
Federal 

Framework



Key Federal 
Statutes
• 18 U.S.C §2252A

⚬ Prohibit s  pos s es s ion, product ion, receipt , 
and dis t ribut ion of “child pornography”

• 18 U.S.C. §1466A
⚬ Prohibit s  product ion, receipt , and 

pos s es s ion of obs cene vis ual depict ions  
involving minors

⚬ Does  not require  t hat  t he  minor depict ed 
actually exis t



State Statutory Framework

15 states  explicit ly 
prohibit  morphed images  
and synthet ic images  if 

s ufficient ly realis t ic.

Morphed & Synthetic 
CSAM

13 states & 4 territories 
do not  appear t o criminalize 
AI-generat ed CSAM at  all.

Neither Morphed Images Only

14 states & 1 territory
 expres s ly prohibit  morphed 

images  involving actual children 
but  s top s hort  of regulat ing 

synthet ic content .

At  leas t  39 states and 1 U.S. territory have “child pornography” 
s t atut es  broad enough to pot ent ially cover AI-generat ed CSAM.



ARE YOU AW ARE OF THE SPEC IFIC  
LEGAL FRAMEW ORKS THAT GOVERN 
AI- GENERATED C SAM IN YOUR 
JURISDIC TION?



• PROTECT/REPORT Acts
⚬ require  ISPs  t o make report s  t o t he CyberTipline
⚬ only applies  t o violat ions  under §2252A not §1466A

• Communications  Decency Act  (CDA)  §230  
⚬   limit ed defens e from liabilit y for t hird-party cont ent

• TVPRA/FOSTA-SESTA 
• Recent  cas es  ques t ion whether t here  is  a §230 defens e 

t o claims  bas ed on gen-AI output s
• Proposed Legislation :

⚬ EARN IT Act
⚬ STOP CSAM Act
⚬ KOSA

Regulatory Framework for Developers 
& ISPs 



Alternative Avenues for Liability

• Nonconsensual distribution of intimate images 
(NDII) 
⚬ “Deepfake” regulation

￭ “Revenge porn” statutes
￭ Statutory and common law privacy torts

• Copyright Law
⚬ Morphed images that incorporate copyrighted 

material

• Consumer Protection Laws
⚬ FTC has affirmed that AI technologies are not 

exempt from oversight

• Proposed Federal Legislation:
⚬ No AI FRAUD Act
⚬ NO FAKES Act
⚬ DEFIANCE Act



State Privacy 
Laws

• At  leas t  9 states and 1 territory  recognize fals e  
light  as  a dis t inct  privacy tort

• 37 states  recognize the  right  of publicit y
• Court s  apply principles  of aiding and abet t ing liabilit y 

with s ome s t at es  limit ing liabilit y for ISPs  with 
knowledge of unauthorized us e

• Firs t  Amendment  challenges  involving right  of 
publicit y claims  in t he  context  of AI:
⚬ Anderson v. Stability AI, Ltd.
⚬ In re: Clearview



State “Deepfake” 
Laws

49 states & 
3 territories 

criminalize
noncons ens ual 

s exual 
deepfakes

30 states 
criminalize 

dis t ribut ion of 
noncons ens ual 

s exual 
deepfakes

22 states 
criminalize 

dis t ribut ion with 
int ent  t o harm or 

with knowledge of 
lack of cons ent

19 states
 s pecifically 
prohibit  t he 

creat ion of AI-
generat ed 

CSAM

 11 states 
prohibit  creat ion 
and dis t ribut ion 

including AI-
generat ed 

CSAM



AI Governance & Accountability

State Actions:

Federal Actions:

⚬ More than 31 states and 2 territories pas s ed 
laws /res olut ions  focus ed on regulat ing the des ign, 
development , and deployment  of AI sys t ems

⚬ At  leas t  12 states have formed overs ight  groups  to as s es s  
AI’s  impact  on cons umers

⚬ Another 12 states  pas s ed laws  to hold 
developers /deployers  accountable  for non-compliance with 
AI regulat ions

⚬ Nat ional Art ificial Int elligence Init iat ive Act  of 2020
⚬ Execut ive Order on the Safe, Secure, and Trus tworthy 

Development  and Us e of AI



W HO SHOULD BE PRIMARILY 
RESPONSIBLE FOR ADDRESSING THE 
ISSUE OF AI- GENERATED C SAM?



Recommendations 

Amend Exis t ing CSAM Laws  to Explicit ly Cover AI-Generat ed Content

Amend CSAM Laws  to Regulat e  Model Weight s  and the Mis us e of AI Tools

Amend CSAM Laws  to Cover Content  t hat  is  Legal but  Pos es  a Subs t ant ial Ris k of 
Harm to Minors

Es tablis h a Legally Binding Framework for Safe and Res pons ible  AI Development  and 
Deployment

Expand Legal Prot ect ions  t o Include Cont rol Over One’s  Own Image  





Q&A
If you have any questions or 
would like to discuss further, 
please feel free to reach out.

jschidlow@childusa.org
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